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Security & Privacy

http://en.wikipedia.org/wiki/A._S. Bradford_House



Security & Privacy

" Privacy: “The ability of an individual or group to

seclude themselves or information about themselves

and thereby reveal themselves selectively.”
(Wikipedia)

"Information Security: “Protecting information and

information systems from unauthorized access, use,

disclosure, disruption, modification, perusal, inspection,
recording or destruction” (Wikipedia)
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https://www.law.chula.ac.th/wp-content/uploads/2020/12/TDPG3.0-C5-20201208.pdf
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Legitimate Interests

“L‘UumimLUuLwaU'ﬁﬂmﬁIﬂmaumaﬂmma UG
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* N15U5¥LU Legitimate Interests Assessment (LIA)
(3-part test) (From UK Information Commissioner’s Office [ICO])
* The purpose test (identify the legitimate interest)

* The necessity test (consider if the processing is

necessary)

* The balancing test (consider the individual’s interests)

https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/lawful-basis/legitimate-interests/how-do-we-apply-legitimate-interests-in-practice/ 23



LIA Part 1: The Purpose Test
(Identify the Legitimate Interest)

1. How do we do the purpose test?

You need to identify your purpose and decide whether it counts as a legitimate
interest. Be as specific as possible, as this helps you when it comes to the necessity
and balancing tests.

You should ask:

 Why do you want to process the data?

What benefit do you expect to get from the processing?

Do any third parties benefit from the processing?

Are there any wider public benefits to the processing?

How important are those benefits?

What would the impact be if you couldn't go ahead?

What is the intended outcome for individuals?

Are you complying with other relevant laws?
» Are you complying with industry guidelines or codes of practice?

e Are there any ethical issues with the processing?

https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/lawful-basis/legitimate-interests/how-do-we-apply-legitimate-interests-in-practice/
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LIA Part 1: The Purpose Test
(Identify the Legitimate Interest)

Example

Lenders share data with Credit Reference Agencies (CRAs) about the
payments made by an individual on an account. That data is then shared
with any other lender that the individual makes an application to, so they
can assess the individual’s ability and inclination to repay a loan.

« The lender wants to accurately assess the likelihood that they will get
back the money they lend out.

e The benefit is to minimise the risk of bad debts and ensure that the
lender makes sustainable lending decisions to achieve a reasonable
overall rate of return.

o It is also in the interests of the individual making the application that
lenders make responsible lending decisions and don‘t allow them to
become overburdened with debt they can't afford.

» Finally, it is in the interests of the public that lenders can make
accurate risk assessments when making lending decisions. Without this,
lenders may be less willing to lend, or at least lend at a reasonable
interest rate.

« These benefits are vital to the proper functioning of the credit system.

« The intended outcome for the individual is that they will either be
granted or refused credit on the basis of their ability to repay.

e The lenders comply with relevant consumer credit laws and standards.

The lenders have demonstrated a clear and specific legitimate interest,
and have a good foundation for demonstrating necessity and objectively
considering the balance of interests.

https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/lawful-basis/legitimate-interests/how-do-we-apply-legitimate-interests-in-practice/
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LIA Part 2: The Necessity Test
(Consider if the Processing is Necessary)

2. How do we do the necessity test?

You must consider carefully whether the processing is actually necessary for the
purpose you have identified in step one.

You need to ask:

o Will the processing actually help you achieve your purpose?

« Is the processing proportionate to that purpose, or could it be seen as using a
sledgehammer to crack a nut?

e Can you achieve your purpose without processing the data, or by processing less
data?

e Can you achieve your purpose by processing the data in another more obvious or
less intrusive way?

Be honest in your consideration of whether the processing is necessary. If on the
face of it there are potentially other less intrusive alternatives you need to be clear
in your LIA why these are not reasonable alternatives.

If you find it difficult to explain how the processing helps achieve your objective, or
there are many alternative methods which simply aren’t your chosen business
model, you may need to go back to step one and be more specific about your
purpose. A clearly defined purpose should make the necessity test easier to
navigate.

https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/lawful-basis/legitimate-interests/how-do-we-apply-legitimate-interests-in-practice/ 26



LIA Part 3: The Balancing Test
(Consider the Individual’s Interests)

3. How do we do the balancing test?

You need to consider the interests and fundamental rights and freedoms of the
individual, and whether these override the legitimate interests you have identified.

There is no exhaustive list of what you should take into account when conducting
the balancing test. However you should as a minimum consider:

« the nature of the personal data you want to process;

« the reasonable expectations of the individual; and

o the likely impact of the processing on the individual and whether any
safeguards can be put in place to mitigate negative impacts.

https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/lawful-basis/legitimate-interests/how-do-we-apply-legitimate-interests-in-practice/ 27



LIA: Considering All 3 Parts

How do we decide the outcome?

You need to weigh up all the factors identified during your LIA for and against the
processing, and decide whether you still think your interests should take priority
over any risk to individuals. This is not a mathematical exercise and there is an
element of subjectivity involved, but you should be as objective as possible.

You must be confident that you can show why the benefits of the processing justify
any risks you have identified. The more significant the risks, the more compelling
your justification must be.

Sometimes the outcome very obviously weighs in one direction in which case
making the decision should be straightforward.

https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/lawful-basis/legitimate-interests/how-do-we-apply-legitimate-interests-in-practice/
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